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TEACHING PLAN
Co ', Date of
Course Course omtact | ,iademic = commence
' ; Semester Branch | Periods | ; _
Code Title % - > | Year | mentof
' /Week |
. l . Semester
Cryptography
20CS7E01 and Network VII Al&ML 5 2024-25 03-06-2024
Security
a Pre-requisites: ; ~ Computer Networks
COURSE OUTCOMES .
1 | Explain different security threats and counter measures and foundation course of cryptography
mathematics[K2].

2 | Classify the basic principles of symmetric key algorithms and operations of some symmetric
key algorithms and asymmetric key cryptography[K2].

Revise the basic principles of Public key algorithms and Working operations of some
Asymmetric key algorithms such as RSA, ECC and some more[K4].

4 | Design applications of hash algorithms, digital signatures and key management techniques.[K3]

L8

Determine the knowledge of Application layer, Transport layer and Network layer security

5
Protocolssuch as PGP, S/MIME, SSL,TSL, and [Psec[K3].
Out Text Cont
g Comes/ | Topics ; st Book / Delivery
Enit Bloom’s No. LAy Refere - Method
: : Hour ;
. Level nce
UNIT-I: Basic Principles
1.1.1 | Security Goals X 1 Chalk ,talk
1.1.2 | Security Attacks, T1 1 Chalk .talk
1.1.3 | Security Services Tl 1 Chalk ,talk
) 1.1.4 | Algorithm analysis and complexity T1 1 Chalk ,talk
CO1: : .
Implement 1.1.5 | Security Mechanisms
i 1.1.6 | Symmetric Cipher Model T1 1
S — 1.1.7 | Substitution Techniques Tl 1 Chalk ,talk
based i 1.1.7 | Transposition Technique Tl 1 CI;P"ll;(
security. ishi . o
curity 1.1.8 | Phishing Measure Tl 1 talk, PPT
1.1.9 | Defensive Measure T1 1 PPT
12.1 | Web-Based Attacks, T1 | 1 ¥eh
Resources
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1.2.2 | Structured Query Language(SQL) 7l 1 PPT
i NPTEL
1.2.3 | Implementing SQL T1 1 video
- Web
1.2.4 | Injection attacks T1 1 Wesouftts
Revision of Security and SQL 1 PPT
Total 16
UNIT-II:  Traditional Block Cipher Structure
2.1.1 | Symmetric Encryption T2 1 Chalk ,talk
2.12 | Traditional Block Cipher Structure | L | g
| esources
2.2.1 | Stream Cipher and Block Cipher. T2 1 Chalk , talk
299 Mathematics of Symmetric Key T 1 Chalk talk
Cryptography
293 In.troductlon to Modern SymmetricKey T2 1 Web
Ciphers Resources
L0 | . | T2 Web
Mechanism | 2.3.1 | Data Encryption Standard 1 R N
o . . €sources
I Symmeteic | 232 IDEA.(lntemational Data Encryption T2 1 Chalk ,talk,
Encryot: Algorithm) ppt
YPHOR 17533 | operations on IDEA T2 1 PPT
2.3.4 | Applications of IDEA e 1 Web
; Resources
2.3.5 | Encryption Implementation 12 1 Chalk ,talk
2.3.6 | Encryption Standard T2 1 Yiok
j : Resources
; Web
2.3.7 | Advanced Encryption Standard 12 1
Resources
Revision of Symmetric Encryption 1 PPT
Total 13
UNIT-III: Asymmetric Encryption
Mathematics of Asymmetric Key
3.1.1 Crypiography Tl 1 Chalk ,talk
. . ' Chalk ,talk,
CO3: 3.1.2 | Decryption Implementation Tl 1 Bt
Mechanism - : Web
I o 3.1.3 | Decryption standard T1 1 Masoiis
Asymmetric ' : NPTEL
Encryption., 3.1.4 | Operations on decryption key T1 1 ko
' 3.1.5 | Asymmetric Key Cryptography T1 1 PPT
3.2.1 | RSA Algorithm 13 1 PPT
3.2.2 | Algorithm for Diffe-Hellman Key T3 1 Web
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Sl usehange b | Resources
L TT323 | entiptie Curye Cryptogeaphy L T3 | Chalk talk
Revision of Asymmetric Key Cryptography P PPl
- —— — — - . -— -— - e s . E— e s . - - - - 'l‘{]rnl ~r - q
T UNITAIV: Data Integrity, Digital Signuture Schemes & Key Management ]
i [4.1.1] Data Integrity - PI°T
4.1.2 | Message Integrity Authenticati Tl 1 LD
oK "Sm__i’_b __nutik,rlly ‘ll.l-'lt.ﬂllw.llon ) Resources
| 4.1,3 | Message Authentication T 2| Chalk talk |
4.1.4 | llash Iunction Tl I PPT
COs: 41.5 Apph;atmns of Cryptography 1lash TI l Chalk .talk
e Functions
Applications Web
v of . 4.1.6 | SHA(Secure Hash Algorithm) Tl 1 RESHITEES
Cryptographic — web |
Fuﬁ:,:it;n 4,1.7 | Digital Signature Tl 1 Sities
4.1.8 | Key Management LE 1 R web
esources
4.1.9 | Distribution =l o Wab
Resources
4.2,0 | Distribution Management 13 2 Wb
Resources
Revision of Message Integrity 1 Chalpkp,‘talk,
Total 14
UNIT-V: Network Security-I
5.1.1 | Remote User Authentication Principles T3 1 R Web
esources
5.1.2 | Kerberos T3 1 Chalk ,talk
O Chalk , talk
Demonstrate | 5.1.3 | Web Security T3 2 ’ app:r .
. B 5.2.1 | Security at application layer T3 2 PPT
v implementat Web
ion of 5.2.2 | PGP and S/MIME T3 1
Authenticati Resourics
on 5.2.3 | SSLand TLS, Network T3 2 Chalk ,talk
Yooty 3 Web
P les. 3. t he T
rinciples 5.3 Security at the Transport Layer T3 1 Resources |
532 | IPSec, System Security ™| 1 C“"“;':P-t‘a”‘-
Revision of Security at the Network Layer 1 PPT
Total 12
CUMULATIVE PROPOSED PERIODS | 64
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[ Text Books: _
S.No. AUTIIORS, BOOK TITLE, EDITION, PUBLISIIER,YEAR OFPUI]LICATION
L Deb deep Mukhopadhyay, Cryptography and Network Security, 3rd Edition
McGraw Hill,2015 _ _ =]
2. William Stallings,Cryptography and Network Security,4th Edition,(6e) Pearson,2006
3. _Keith M.Martin, ,Everyday Cryptography, Ist Edition, Oxford,2016 aa
Reference Books: _
S.No. AUTIORS, BOOK TITLE, EDITION, PUBLISIIER,YEAR OFPUBLICATION
1 Bernard Meneges, Network Security and Cryptography, 1* Edition, , Cengage
Learning,2018
Web Details ‘ '
1 https:!a'www.tutorialspoint.comfcryptography/ index.htm
& https:ﬁwww.gatevidyalay.comftag!'cryptography-and-network-securily-tuto:‘ial!’
5 https://www.geeksforgeeks.org/cry tography-introduction/
P
4. https:ﬁ'www.vssut.ac.inflecture_notcsflccturcI423550736.pdf
R https:ﬁwww.scaler.com!tOpics!computcr-nctworkfcryptography-and—network-securityﬁ
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